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FOREWORD

This mlitary standard 1is approved for wuse by all
Departnents and Agenci es of the Departnent of Defense.

Beneficial coments (recomendations, additions, deletions)
and any pertinent data that nmay be of use in inproving this
M L- STD shoul d be addressed to the Preparing Agency (PA)

via the Standardi zation Docunent | nprovenent Proposal (DD
Form 1426) appearing at the end of this ML-STD or by
menor andum

The PA for this standard is Defense Information Systens
Agency (DI'SA). The custodians for this docunent are defined

in t he Def ense St andar di zat i on Program (DSP) ,
" St andar dar di zat i on Directory (SD-1) under Dat a
Communi cations Protocol Standards (DCPS). Addi ti onal

informati on can be obtained from

Joint Interoperability and Engi neering O ganization(Jl EO
ATTN. JEBB

Bui | di ng 283

Fort Monnouth, New Jersey 07703-5613

The Common Security Label (CSL) and the Standard Security
Label (SSL) developed by NST (FIPS 188) have been
extensively coordinated so that the standards portion of

both be essentially identical. |In addition the CSL wll be
revised to reference the SSL. Once the SSL is published,
however, the revised CSL will have no inpact on Project

Managers that inplenment this version of the CSL. The CSL
differs from the SSL in that the CSL contains standards
i npl enentation guidance for DoD Program Managers wth
i mm nent acqui sitions. No inplenentation guidance is
contained in (or planned for) the SSL.

Supersedes page i of M L-STD- 2045-48501, 25 Jan 95



5.5 Tag d asses

Tags are divided into tag classes. Wen used to support
current DoD policy, the |label nunbers 1,2, and 5 defined in
this docunent belong to the Mandatory Access Control (MAQ
Sensitivity class and support the MAC Sensitivity Security
policy. They each represent a different nethod for
representing a MAC sensitivity |abel consisting of a |l eve
and a set of categories. Tag nunber 6 is a Rel ease Category
Tag.

5.5.1 Security Policy and Procedures

The security policy associated with a tag cl ass defines
how the attributes are to be used to nake security
decisions. A CSL may include nultiple tags.

For current DoD systens and policy, the processing
procedures bel ow provide a detail ed description of steps for
transmtting packets froma "source" system processing
packets through an "internedi ate" system and receiving
packets at a "destination" system Section 5.6 describes
the general processing procedures. Additional procedures
specific to each tag class then foll ow.

In this docunent, source and destination systens are
al so known as "end" systens. Further, an internedi ate
systemdiffers froman end systemin that it does not
process a protocol data unit above the (network) |ayer. End
systens may al so act as internedi ate systens when forwarding
packets between networks. Routers are exanpl es of
i nternmedi ate systens and need only inplenent the procedures
defined for these systens.

5.5.2 Registration of Unique Tag Types
NIST is the US Registration Authority of Security

Super sedes page 17 of M L-STD 2045-48501, 25 Jan 95
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hjects. Al devel opers and inplenenters of comruni cations
systens that utilize security |labels and that are not cl osed
and experinental should apply to NIST for DO Identifier
Nunber s.

The procedures and sanple forns for registration are in
NI STI R 5308, "CGeneral Procedures for Registering Conputer
Security Qbjects,"” published by the US Departnent of
Comrerce, Technol ogy Adm nistration, N ST, Gaithersburg, M
20899. The current address of the NI ST Registration
Aut hority is:

Conmputer Security Objects Register

National Institute of Standards and Technol ogy
Conmput er Systens Laboratory
Program Coor di nati on and Support G oup

BLDG 225, Rm Bl151

Gai t her sburg, MD 20899

Tel ephone: 301-975- 2821

FAX: 301-948-1784

5.6 Processing Procedures

The processing procedures defined in this section
provi de i npl enentati on gui dance showi ng the basic procedures
for TCP/IP that existing CSL inplenentations provide.
Addi ti onal procedures then follow for specific tag cl asses.

5.6.1 Source System

The CSL source systemperforns the foll ow ng steps
prior to transmtting a protocol data unit. Sone of these
steps lead to auditable events for specific security
poli ci es.

a. Cet the required security attributes associ ated
with the data to be included in the protocol data unit.

Super sedes page 18 of M L-STD 2045-48501, 25 Jan 95
b. Select a DO to use based on the security
attributes and destination address.

c. End-systemattribute values are converted to the
val ues associated wth the DO chosen, if necessary.

d. The appropriate tags are constructed to hold the
security attributes and placed in the CSL.

e. The CSL is placed in the header.

f. The protocol data unit will be rejected if its
transm ssion violates |ocal security policy. A
configuration paraneter (which is a nane for a progranm ng
vari able) OUT-VIOLATION-MSG is used to determne if an error

nessage is to be sent to the upper layer protocol. |[If QOUT-
VIOLATION-MSG is set to 1 then an error nessage is passed to
t he upper layer protocol. If OQUT-VIOLATION-MSG is set to O
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then no nessage is sent. The default value for QOUT-
VIOLATIONNMSG is 1. A log of all violations should be kept
in an audit | og.

5.6.2 Internediate System

In the case that internedi ate systens process the
| abel , internediate systens performthe follow ng steps in
processi ng each protocol data unit:

a. Since an end systemmay al so be an internediate

New page

6.0 Key Wrds

Cl PSO

Common Security Label

CSL

DCPS

| XMP

| XMP Working Goup for Security
Label Standard

Mandat ory Access Control (MAC)
Sensitivity Security C ass Tags
Regi stration

Rel ease Markings Security Policy (RVSP)Security Label
Protocol data unit

Security Label Specification
Sensitivity hierarchical |evel
SSL
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